Welcome to Doberman BMS
DesktopPC Server Edition.

Users Guide

http://www.GoldenCrater.com/automation

' Floorplans. dbr - Doberman |Z|[E|E|

File Edit Wiew Wideo Database Help

T ® (&~ | ®&® @& & & | o8 A 9| =

About  Help | Options || Select | Zoom + Mormal Expand Zoom- | Code | Skake Label  Both

3can
: T e T Siren Timer
IDEPEIIANNSECUTILY, P
.
— 2 Uiknowi]= b F ) s,
! = | = [Unkncen] [Unknown]  [UDekiow]
B e VUYL
_|I' BREARFAST —— MASTIR BEDROOM a~
- T X - IH K1
BEa, ] semtefU ki |
£ | I 4' ks i
PN R |Eu L TR EAKFAST B
i I5E |8 ey
HENTT = B
ANTVE il 1. LS
. Al TS
L S [V 11T ) A =
I T e
RERaEaRELY
Y cpaimonas s _5[_;
] 1 IL\&JI._ L[]
RE.

Tahncmn o - ] MBDANING ROOM
L T L [Mkcw]' X 1F 0T
ass. - I I
1 B ] |
| L | ; !
HE EL (ko] |
1
SITIET] 1 NEOROC 3 Al g 4
[ HIF X119 1 Ke
RIRCH LIVING RDOM : L;'
|, IT1F X o ; . e T
iy [T CL .
- - i
E 3 ﬁ;ltﬂl r i MEDCOM 2 gl S .
[Toknca] I 15 14T - ]
| s, : .
1 I | 'F'
{1 ———Tvrom i o
. | i - T .
ik s GARAGE I 1
[T X 2000 itz o An
—— 56:480870

For Help, press F1

Run ephssist 1sk

Doberman BM S (Desktop Server) User Guide 1/25/2005
© 2003-2004, Golden Crater Software '



Here is a step-by-step guide to setting up Doberman and
configuring it for use.

We suggest you read though this manual before getting started, as more depth to
the options becomes apparent further into the document.

While there looks to be a lot of work to set up Doberman, a half an hour should get
you up and running. You can then add Actions and Lighting Effects at your leisure.
To try Doberman, we suggest you start with adding up to 10 devices. Once you have
things running, you can always go back and add the rest.

Requirements
Intel Pentium class CPU at least 200 MHz
A computer running Microsoft Windows 98SE or better.
Connection to Internet/LAN
32 MB RAM.
10 MB free disk space

Installing

Download and launch setup-Dbr.exe

Once installed, launch Doberman from your start menu. You should be presented
with the Step-by-Step Setup dialog. If you do not see this dialog, you can display
this at any time through the Step-By-Step Setup entry in the Edit menu.
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Step-by-Step Setup

X]

Wielcome to Doberman BRMS step-by-step setup.
Home automation iz complex and unique to each home, hardware
configuration, and personal style.

While there is no way to create an automatic zetup, thiz screen will azsist
wau in completing the steps required to get pour houze up and running as
quickly az pozsible.

All zettings available through these screens are available in the Properties
and ather areaz of the program. e suggest you vizit each button from
top-down ta quickly access the most popular zettings.

1. Floorplan Image 7. Secunty Features
2. Reqiztration 8. Location
3. Aiccess from web 9. Setup Hardware
4 fideo Capture 10. Thermostat [HWAC)
5. Device Maming 11. Macra YWizardz
E. Place on Floorplan 12, Weh pages/Remate clientz
DOME

Create your floorplans 800x600 16 million colors in PNG, BMP or JPG format. We
suggest either PNG or BMP format. JPG is great for photos, but line art can get
blotchy or plurry. |
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HINT
If you have a builder’s sales brochure with a floorplan, try scanning them in
Greyscale mode and then adjust the contrast to clean them up.

HINT

If you do not have a graphics package to supports PNG, you may wish to look at
Paint Shop Pro by JASC which supports many formats, including PNG. Their product
has a 30 day trial.
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It is best to visit each of the twelve buttons in order, but it is not necessary to do so.
You can return to any button at any time. Advanced configuration features are
available by pressing the Options toolbar button.

Doberman treats the items on the floorplans as a separate layer from the actual
automation system. Automation, macros, and security can run without any items on
the floorplan. The floorplan provides status checking and adjustment from any of

the interfaces such as PocketPC or smart phone.
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Configuring your Home Layout

Addressing of Devices

Before we begin configuring your house for automation, you will need to understand
how the Doberman system addresses devices.

Device addressing is achieved though selecting one item from each of the four drop
lists that make up an address.

Machine Address. Devices controlled by the server machine are addressed
as either empty, or “LocalDbrServer” If you are controlling a web
controllable system such as the PowerLinclP or HomeGenius through
Doberman, you would enter the IP address of that controller. This drop list
also allows you to type in the address if you cannot locate it in the list. The
next time you use this drop list, the address will be remembered.

Device Type. This is where you tell Doberman how to talk to the controller. A
machine may have more than one controller installed, such as an X10 CM11
Computer Interface and an Aprilaire 8870 Thermostat.

Group / Zone or House Code. Most systems group their devices into House
Codes or other groupings. X10 has house codes from ‘A’ to ‘P’

Unit or Node. Again, depending on the system. X210 uses unit codes from ‘1’
to ‘16’.

All four components are required to address a particular device.
Select |L|:n::aID|:|rSewer ﬂ ||:M1'Ia ﬂ

Device
O |

n

In Device Naming, you may choose a friendly name for a device address. Once
named, you may choose this name from the dropdown on floorplans, Action Spiders,
or use it in GCSScript or Web pages.
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Configuring the System

Launch Doberman Security & Automation and choose the Options toolbar button.
If you do not see this dialog, you can display this at any time through the Step-
By-Step Setup entry in the Edit menu.

Step 1, choose you floorplan. This will be copied and displayed on your system.

Step 2, enter your registration code. If you are a subscriber, enter that code in
screen.

Step 3, when accessing from the web, you will need a server port, user name
and password. You will also need to name you system.

If you are using a video capture card, or a USB camera, enable it in step 4.
Step 5 allows you to name your devices for easier programming and reference.
You do not need to name all devices, as you can still access any device via the
full addressing scheme.

Step 6, place the items on the floorplan. The toolbar docked on the left-hand

side contains a green triangle to place items; as well as a moving and selection
tool; circle, square, and line drawing.

Placing devices on to your blueprint

From the Edit menu, choose Blueprints

Select the green triangle in the blueprint toolbar PN

Click on the floorplan every place you wish to create a sensor marker.

Choose the Select toolbar icon &

Double click on each icon you placed on the blueprint and configure it with the
proper address and type.
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Device Propertics @ Device Propartias

X]

Sebect Device 1
=] <<By Address> R
o by Addiess M =/ |10 =]
ILucdDhrSl:num .ﬂ |I:H1‘|a ‘ﬂ
Descriplion: Diesciiplion:
|Fake Motion Sensor [testng) Fake Malion Sensar [tesbng)
Davica Type: Davica Type:
| Agpliance x| || Japsiance =]
™ Tetonlek I Textonlelt
N ¥
1] 114
Caneel Cancel

To delete an object, simply select it and choose the delete icon on the toolbar L}

* Note, the type does not have to match sensor types for alarms. It is common in
X10 to have a motion sensor directly control a light, and so the motion sensor and
light will have the same address.

HINT

HVAC systems allow you to choose how the controller is displayed. Since some
controllers allow for separate heat/cool setpoints, or have a ‘setback’ feature,
choose the type that best describes the abilities of your controller.
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Device Properties

Select Device

|{{E_I.J Addressr

[

...or by Address |'I

[]

[

D eszcription;

|L|:n::aIDI:|rSewer j |I:|:|ml:|inec| HyaC ﬂ

|Enml:uine::|

Device Type:

| Teston left

| H/C Temperatures, Humidity

Current Temp, Hurmidity
Hurnidity
Current Hurnidit

H/C T emperatures, Hurmidity
H/C Temperaturez, Current Humidity

When finished, click the DONE button on the floating window (if you entered from
Step-by-Step) otherwise, choose Edit..Blueprints again to dismiss the Blueprint

toolbar and save your changes.
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You can now double click on a marker (when Select is chosen on the toolbar) to
directly control the device using the switch marker, dimmer knob, or Thermostat.
You may need to dismiss the popup to have the device activate.

CM11@ L4 CM11@ M8
H — &

z 2 off

:_‘T_" :_‘T_" LT Lk

Fan On Off  Auto Heat Cool

S a % & o
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Enabling the security features

Step 7 enables the security subsystem.

The Delays tab allows you to configure the length of time the alarm sounds for, and
other features.

Doberman has several levels of security. Disarmed where opening doors and motion
will not trigger a security alarm (but can trigger other macros.) Fully armed will
trigger the alarm state if tripped by either a door or a motion sensor and is useful
when there is nobody in the house. MotionLock secures the door sensors, but motion
sensors will automatically turn on lights to alert you to a presence, or simply light
the path as you make your way from one part of the house to another.

Keep in mind that just because a device being used by the security system, does not
preclude it from being used for other purposes. You may have a door security
sensor on the front door that also triggers a ‘light on’ macro from dusk to dawn
regardless of the security state.

The Passcodes tab allows you to enter a series of codes to arm or disarm your
security system. While you can select codes by named device, the system will
convert these to direct address codes.

To program the disarm (unlock) sequence, highlight the Unlock radio button. Then
using the Select Device dropdowns, choose, for example, CM11a A 1 Off and press
Set. A string will appear in the edit control ({aLocalDbrServer|A1}[off]-)

Highlight the FullLock radio button and select LocalDbrServer CM11a A 1 On
(remember to click Set.)

Finally enter LocalDbrServer CM11a B 1 On for MotionLock.

To arm the system (where motion sensors will trigger an alarm) press A1 On
using a remote controller.

Where only door sensors trigger an alarm (and motion will turn on lights) press
A2 On.

To disarm, press A1l Off.

* While using X10 devices, we suggest no more than two (2) entries per passcode, as you must wait 1
second between button presses.

Doberman BM S (Desktop Server) User Guide 1/25/2005
© 2003-2004, Golden Crater Software Page 10



Security Properties

Dverview] Delays Passcodes l General] Devices]

Urlock Pazscode: [paszcodes are purposely cryptic)

iy |{aL|:u:aID kS erverld ] Haoff)-

Secondary Unlock Passcode:

2 |

Full Lock Pazzcode:;

2 |

Motion Lock Pazscode:

2 |

Clear Pazzcode:

e |
Silfigte |<<By Addresss ﬂ ||:|ff ﬂ | pack

|L|:u:aID|:urServer ﬂ |EM1‘Ia ﬂ |.-’-'-. ﬂ |1 ﬂ

Al device names will be expanded to the full device address. If pou remap a name to
anather addrezs, you will need ta re-enter code here,

(] Cancel Help

In the General tab, you may enter the email addresses alarms are sent to. For this
configuration, turn on "No Delay.." (Once an intrusion in sensed, the sirens start.)
Also, in the first email address box, enter you own.

Configuring Security, Fire and other alert Sensors

Doberman has several devices that it automatically can control in certain situations.
These are configured in the Devices tab.

Passcode acknowledge (blinks when a lock/unlock code is recognized)

Waiting for Passcode (lights when entry is sensed and waiting for unlock code
before setting off alarm)

Motion Sensors
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Entry Sensors (these sensors are always treated as an alarm if the system is
armed)

Panic Buttons (will sound alarm regardless of armed status)
Flash During Alert (call attention to your house)

On during Motionlock (if motion is sensed while motion lock is armed, these
devices will turn on for you -- automatic night light)

Other types of on/off sensors for different alarm types.

Choose the type of sensor in the dropdown. Choose a position in the listbox, and
then select and Set the device as you did for the passcodes. If you wish a light to
blink once to let you know the system is armed, choose it here. Also, configure your
motion sensors now.

X]

Security Properties

Dverviewl Dela_l,lsl F'assu:u:udesl General Devices |

Select the type of device pou wish to configure:

WEOORF 320 1-2 [2)
WROORF 320 1-3 (3
WBOOR -4 (4]
Mot currently in use}
{Mat currently in use}
{Mat curently in use}
Mot currently in use}
Mot currently in use}
{Mat curently in use}
Mot currently in use}
Mot currently in use}
{Mat curently in use}

Select Device I<<By.-‘-‘-.ddress>> j Set | Elearl
LocalDbrS erver j IWEDDHF32 j |1 j |4 j

Doberman 0K | Cancel Help
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Configuring for the Automation Hardware

Step 9 of the Step-by-Step allows you to configure the Doberman system to
communicate with the hardware you own.

Some devices that are IP (internet) based need no configuration and are activated
by simply being referenced in a macro, floorplans, for security. PowerLinc IP and
Home Genius are of this type.

Some USB devices are ‘discovered’ on their own. PowerLinc USB falls into this
category.

Most other devices are serial (COM port) based, and typically need only the COM
port number to be selected.

More complex systems may require a configuration process, such as a RCS X10

thermostat will require setting the house code, etc. Typically there is a release note

specific for each of these systems.

Step 10 allows for configuration of the HVAC components. The Heating, Ventilation
and Air Conditioning (HVAC) is a very powerful subsystem in Doberman. Taking the
time to configure this system can increase comfort levels and save energy costs for
years to come.

The Virtual Humidistat accepts the input humidity from one device and will
control up to two relay type devices — a humidifier and a dehumidifier.

A Combined controller allows two separate hardware devices to work as one. In
this case, a controllable thermostat and a controllable humidistat can be
displayed and controlled as one device.

Outside Air Enthalpy Control is a logic only subsystem (there is no display or
control) designed to save heating and cooling costs. Simply put, it accepts
temperature and humidity inputs for both inside and outside the building. It then
calculates whether it requires more energy to condition the inside or outside air
to the present temperature and humidity settings and will control an outside
damper to that effect.

Outside Conditions via GCSScript creates a virtual outdoor temperature/humidity

sensor that is updated every 15 minutes by running the embedded GCSScript.
Using the powerful scripting language, the results are returned via a simple XML.

A programmer can write GCSScript to lowload and parse data from a web site, or
execute a program written in Perl, CGI, or VB and await and parse the response.

Or, it could simply load and handle a text file output from another program. The
[?] button provides more detail.

Automatic Humidity Control loads an XML file upon startup. This file contains
outside temperature and inside humidity pairings. As the outside temperature
changes, this code adjusts the inside humidistat to the correct setting. As it gets
colder outside, you want as much humidity inside as possible, without frost
building on the windows.
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Your Video Library

Before we get started on creating Actions (using the Wizard and Action Spiders) you
might wish to enter your video and DVD library under the Video Database menu. You
can enter by hand, or try typing in the UPC (barcode) and we'll see what information
we can find on the web, or use a DigitalConvergence CueCat barcode scanner, if you
have one around. You don’t even need the driver disk.

While you're at it, choose Edit..Update System Time to have Doberman synchronize
your system with an atomic clock (over the internet.)
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Wizards

Of course, you can create Action Spiders, and GCSScript, but simple, common tasks
and timers should have a simple way to configure.

Lighting Effect Wizard

Lighting Effects bind several lights together into one common group with a common
trigger. A Dimmer Group is a group of lights that all dim and brighten together. A
pushbutton group binds a single button to several lighting levels, cycling through
those levels. Mood Cycle Group allows a group of devices to cycle through a pre-
defined configuration, such as dimming lights, turning on the TV and lowering a
screen.

These macros will not appear in the regular Action Spider listings, but may be
modified by re-entering this wizard.

Example for creating a Dimmer Group.

In the first page of the wizard, choose <<Create New>>

Provide a name in the next page (2 Lights on 1 Switch)

Choose Dimmer Group

Choose the trigger (the switch that will control the others.) We choose D1.
Add D2 and D3 to the final page and choose Finish

Now, when you press the D1 On button, D2 and D3 will turn on. Both D2 and D3 (as
well as D1, if connected) will turn on/off and dim together as one unit. D2 and D3
can still be controlled separately.

Auto-Off Wizard, Timer Wizard, Thermostat Wizard

These wizards, found under the Edit..Macros and Wizards have been created to
assist in creating some of the most common macros you will use. The macros
created by these wizards can then be found and modified inside the “Action Spider”
interface.

The Auto-Off wizard will create a macro that will automatically turn off any device at
a specified time, or then another device triggers it. Useful for creating ‘one touch’
buttons that turn off any lights accidentally left on. You may also create macros that
automatically turn off deck, garden, pool lights at 11:00pm so they aren’t
accidentally left on.

The Timer Wizard is probably the most commonly use wizard in Doberman. This
wizard simply creates macros to run lights in place of a mechanical timer. Choices
are dusk, dawn, and specified time. Remember this is often only a starting point for
a more complex macro, once modified in the “Action Spider” interface.
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The Thermostat Wizard allows you to quickly add those timed setback features found
in many thermostats. Of course, once you begin modifying you can even have
macros only run when devices are in certain states. Allowing home office workers to
have the setback run only when the house is unoccupied or choose different
temperatures at different times of the year.

Thermostat Action Wizard

Action Mame: ITherml:ustat Timer

A time: | %4501 PM —

Set HYAL Contraller: Caonfigure |

ak

Cancel
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Vacation Wizard

The Vacation Wizard assists in producing a macro that will, between a set of dates
and times, place the system into ‘vacation mode’ This is accomplished by listing
macros that are to be enabled (automatic lights) and disabled (normal furnace
operations) during these times.

Any macro still enabled can query the status via the Named Device

“State:Vacation”.

Vacation Wizard [EJ

Thiz wizand wil creabs & new Action Spider tat pou
can later modily, If you akeady have & Macro you use
for wacatong, wou may wish to zimphe modiy tat
Maciodbetion 5pider,

Action Mame: [Wacationea 2004

Between the dakes of:
| Sunday |, December 12, 2004= Chack Year

At time: | 25227 FM =

| Monday . Decerber 27, 2004 Chack Year

A bime | 11:37:33 &M -

Select actions b

Enable | Digable

Canesl
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Actions (macros)

Choose Action Spider from the Edit..Macros and Wizards menu.

The Action Spider interface is a graphical drag and drop interface to allow anyone to
quickly build the automatic features expected of an Automated House.

HINT

Check out the different Wizards available which may help create a starting point for
your macro.

HINT

Device states do not have to be associated with a real device. For instance, if
Doberman sees CM11 A5 On, it will remember that state, even if there is no device
associated with A5.

Click “Create Action”

L |:| {
Entry

Thermostat Tirme

Click the New Action created.

Right click inside the circle
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Change the title and set the Delay Activation to 30 minutes.

action Title:

|Sample Achion

Delay Activation [minutes)

IEE‘ =
Delay Deactivation [minLtes)
° =
[ Suzpended

| Delete

Click and hold the item toolbar until a sub-toolbar appears
Continue holding, and drag to select the new item

Choose the clock toolbar icon

B OEYVe i o
)

[

Click above the action body to place the symbol

Click the action body to attach the symbol
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Right click on the Time symbol and set the properties to From: Sunset To:
Sunrise

Frarm:

" Sunrize

To

¢ Sunrize
(" Sunget
" Time

[ 'If nat..!

Time Condition...

Choose the green device icon

g
Eﬁﬁm;ﬁrﬁ 1] [

sl

Click below and to the right of the action body to place the symbol

Choose the red device icon

n Doberman BM S (Desktop Server) User Guide 1/25/2005
© 2003-2004, Golden Crater Software Page 20



Click below and to the left of the action body to place the symbol

Sample Action

e 1
> Deulcz
E100

Right click on the green symbol and set the device to E1 On. Dismiss the
popup.

Set Device;

E =l
|Lcu:a|D|:ur5&wer j
\CM11a |
On =l

| i

Right click on the red symbol and set the device to E1 Off. Dismiss the
popup.
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Y ou have now created an Action that will turn on Light E1 30 minutes after dusk and
turnsit off at dawn.

The green icons are executed when the condition(s) are true (between dusk and
dawn) and red is executed when false. We inserted a 30 minute delay before
execution.

Choose Edit...Action Spider to save your actions.
Close Doberman and save your changes.

Your Actions and Lighting Effects will still execute as long as Doberman Server is
running.

A special note about Date Condition:

This condition works in several modes. With ‘Repeat’ disabled, this condition is true
between these two dates and times. Repeat enabled will allow to macro the trigger
on and off on a sequence, such as every 2nd Friday.

The Every year checkbox updates the year field every year after the ‘Until’ time has
passed. Allowing for seasonal macros such as Christmas Lights from Dec 1 to Jan
15, every year.

From:

| Sunday  December 12, 2004

| GEZ24PM =

.................

[
[

v Linitl

| Thursday . January 01, 2004 -

: 1:01:01 Ak —
"E v Every fear
E r I”: r'll:lli...I D
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Advanced Server Configuration

The Doberman Server can be configured to serve more directories and realms. You
may wish to create areas for your answering machine files, music collection, or
anything else you might want to access over the web.

In ServerDirectories.ini, you will find a simple INI style layout:

Set Directories in [General] to the number of directories you wish to configure, then
in each [Dir#], configure the settings.

The sample installed with Doberman shows how ‘/Phone’ and ‘/Music’ might be
configured. However, in [General], the Directories=0, so no directories are active.

[General]
Directories=2
DNSL ookup=0

[Dir1]

Alias=/Phone

Path=c:\program files\doberman\AnsweringMachine
DefaultFile=index.htm

DirectoryListing=1

AllowScript=0

Username=phone

Password=password

Realm=Phone

[Dir2]

Alias=/Music

Path=c:\program files\doberman\Media
DefaultFile=index.htm
DirectoryListing=1

AllowScript=0

Username=mp3

Password=password

Realm=Music
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Your Home via the Web

To access your house from the web, Doberman BMS has included a DobermanTC
realm. Any web pages in this realm can contain embedded substitutions that are
evaluated before the page is sent to the client. This allows you to create a flexible
website and complex or simple as suits your needs.

£ | cpAssist Assisiani Page - Microsoft Interned Explorer
Ele Edt  Mew Fgeortes Jook  Help
Qesxk = 3 - & @ e Ssead Favortes oF Meds &8 (- o0 s

Pt i 02 D68 0L, 245 00T it St A s tant Riply dax

Refresh || Comgpase Emad | El

Helio, horwr can [ srest you?
show dobaman sinls

Gl

0203 220602 Wby Paquest 123305 @
Disherman Setur

Seeurily Sybim Staiu; Drisered
Wotion ACTIVATED
Living Foom Mobon (Clesd) =
Dwisighe Lampgost [On) | O [
[Ba
Musany Mitelte [233%) | Cin -
ETTSNE | Hess1Deg  |»

Go

[H Curmesl stalis oo all divtees mondobad by Dobetran Seeunly & Aomilion

FEREPL ALY

M ASTEE BECRO0N
VN W

il

s
12007 |k

N T

ST -WED S
CHNTHE

See separate document.
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Your Home via Client "Touchscreens’

Doberman has been designed with remote clients in mind. You may purchase

licenses separately for these thin client devices (software only, device must support
internet connectivity.)

Windows 9X, NT, 200, XP

T KITUHEN LT
oM T LOT X 10M07 T ]“’_;
11 JI afits
p— [l 1
i dfe=94e=i==
W | o
SOFEN TO LY
Al E

T O et 21] oo

| | IS
Clear_\'
-~
LIVING ROOM 0
rF . PP X o
o Off]
" i

N
(Unknaiwn

 off ) FoyerLight
] - CM11@ M6 : s : o e b R T T R s e Y e
State Only i i \ .

@

Current Today Tomarrow
12 (-6C) TCITC 12CL3C -2CLBC
RH:93% POP:90% POP 60% FPOP:20%

Version 4.0 supporting full multi-screen layout customization, news, weather,
sports, stocks, and TV listings.
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PocketPC 3.0, 2002, 2003
;{1}' Doberman x 12:26 €3
e

Control Eunnectiunl % %ﬂl

2|
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Microsoft Smartphone 2002, 2003 and Nokia Series 60

FeE  E—
[ TTHeat21" 4 "

=Y L4 R0
L

I o
Options Exit
Check back for availability for other platforms.
3rd party trademarks belong to their respective owners.
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